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Abstract 

This article begins with the international legal environment and the differences 

between international law and domestic law.  Although the state is still the central 

subject of international law, the sovereignty of the state has been under challenge 

since the latter part of the 20th century.  Developments in international law have 

resulted in the opening of the legal system of the international community to entities 

beyond the state. The inclusion of non-state actors in a system of international 

governance may provide lessons for the governance of the international “virtual” 

environment.  Much current thinking about Internet law is either of the “Grand 

Internet Treaty” variety, in which the online environment is a simple extension of the 

territory of a state, or sees the Internet as a libertarian “lawless” environment, 

unhindered by any restrictions.  These views are examined and the nature of the law 

of the Internet considered in light of the lessons from international “soft” law.  
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1. International Law 

The online legal environment is complicated by the many government, corporate, 

technical and user groups with a stake in the process. The creation or perhaps 

evolution of such an environment may be informed by the ways in which international 

law has learned to accommodate a “soft” rather than “hard” law approach it its own 

development. Hard law is defined as the rules and regulations that make up legal 

systems in the traditional sense, and soft law consists of those informal rules that are 

non-binding but, due to cultural norms or standards of conduct, have practical effect.
1
 

Senden defines it similarly, as:  

Rules of conduct that are laid down in instruments which have not been 

attributed legally binding force as such, but nevertheless may have 

certain (indirect) legal effects, and that are aimed at and may produce 

practical effects.
2
 

The history of international law is generally considered to begin in the early 17
th

 

century with the Dutch lawyer, Grotius. Grotius published his legal masterpiece, “De 

Jure Belli ac Pacis” (On the Law of War and Peace) in 1625.  He was motivated by 

the wars and turmoil in Europe, and particularly the Thirty Years War which had 

begun in 1618.  He sought to minimise the bloodshed in war by constructing a general 

theory of law that would be secular, and therefore independent of different religious 

factions. It was to be a natural law, born out of mans own nature, of which he said:  

.... there is a common law among nations, which is valid alike for war 

and in war, I have had many and weighty reasons for undertaking to 

write upon this subject. Throughout the Christian world I observed a lack 

of restraint in relation to war, such as even barbarous nations should be 

ashamed of.
3
 

In the time of Grotius, the state was the source and arbiter of power.  The notion of 

law as the commands of the King backed by force seemed sufficient, and survived up 

to the time of Austin‟s work.
4
  By the time Hart was writing his “Concept of Law”, 

the world was a changed place, and the interdependence of states had been driven 

home to the politicians and peoples of Europe by a half century of world conflict.
5
  

Hart conceived of law as a set of rules: primary and secondary rules that provided a 

framework for the administration of justice, but also as a framework for state 

interaction.  Hart felt that the lack of secondary rules in international law undermined 

its validity.  When Dworkin moved the definition of law further from the embodiment 

of the state by construing it as interpretation, he put the law in the hands of the 

                                                 
1
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judiciary.  This provided for the governance of emerging non-state or supra-state law-

making bodies.
6
 

International law provides the foundation for statehood, including as it does principles 

such as sovereignty, recognition, territorial competence, non-intervention and so on. 

States have seen changes in the way they can exercise power.  Power has moved to 

the sub-national and supranational level.  Morison has spoken about this as the 

“hollowing out” of the state and discussed the “fugitive nature of power”.
7
  This has 

led to predictions of the end of the nation state
8
 but, Pierson

9
 argues that states are 

diversifying, and developing. At the supranational level powers have been seeded 

upwards to organisations like the European Union.  Loughlin argues that the founders 

of the European project did not wish to abolish the nation state but to minimise its 

importance by building a supranational European system as a foundation for a future 

federal Europe.
10

 States may not be losing sovereignty, but there is a sense in which 

there has been a pooling of sovereignty. Slaughter goes further, suggesting that we 

stop thinking about states and focus instead on governments, by which the elements of 

legislation, adjudication and implementation interact with each other across borders. 

As she goes on to say, “[s]tates still exist but they are disaggregated”.
11

  

Power has also been ceded to entities such as The United Nations (UN), the 

International Monetary Fund (IMF), the World Bank, and the World Trade 

Organisation (WTO).  One might assume that a government would resist the transfer 

of power away from its national parliament, but it has been argued elsewhere that 

these movements of power have often occurred at the initiative of those who are in 

power, and against the wishes of those they represent.
12

 According to Allain
13

  

The growth of internationalization qua globalization since the end of the 

Cold War, has meant that states have been willing to cooperate in new and 

expanding fields. This, in turn, has meant that increasingly states have 

moved to establish or reinvigorate inter-governmental institutions for the 

purpose of coordinated action. These institutions, to some extent, have 

escaped the scrutiny that ordinarily would be felt at the national level. With 

no true constituency to monitor their international activities and being one 

step removed from a general public to which they are accountable, states 

have sought and often achieved collectively what they could not accomplish 

individually. 

                                                 
6
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In the absence of the scrutiny described above, peer review among nations may result 

in the achievement of improved standards.  Boswell reviewed the proposition that 

international standards strengthen accountability and improve the performance of 

governance structures.
14

  He challenged not the creation of standards, but how they 

are applied in practice, and the view that peer review was the best way to ensure 

compliance. Governments must have the political will, the technical capacity, the 

resources, and there must be civil participation and oversight. 

In considering a framework of law for the Internet, lessons may be taken from these 

writers on international law. They include: a move away from systems of command 

and control, the decreased autonomy of individual states, the increasing importance of 

including non-state actors, the improvement of governance through peer review, and 

the risk of loss of legitimacy as power moves further from the individual citizen. A 

further lesson is the danger of such a framework being perceived as an instrument of 

the West.  Just as international law can be perceived in the Middle East, for example, 

“not as a shield but as a sword”, so too the governance of the Internet, with its roots in 

the US, must avoid the trap of being seen as another colonial weapon of the West.
15

  

If such a perception takes hold, then developing systems of Internet law will be 

fraught with issues of legitimacy. 

2. Hard and Soft Law 

In an international context, hard law can provide a basis for enforcement by setting 

standards of acceptable behaviour, together with reputational and coercive 

consequences for breach.  A system of centralised enforcement though the UNSC or 

IMF is also possible.  Hard law can also be seen in situations where international 

commitments are incorporated into domestic law. When international laws are 

incorporated into domestic law they are generally no longer seen as international law, 

but just another form of domestic law, albeit with an international source.  States may 

choose the hard law route when a) the benefits of cooperation are high and the cost of 

breach also high; b) when noncompliance may be difficult to detect; c) when states 

wish to form alliances such as the EU or NATO; d) when domestic agencies are given 

power to make agreements, with little control from the executive; and e) when a state 

is seeking to enhance its international credibility.
16

 Hard law does however entail 

significant costs and can restrict the behaviour and sovereignty of nation states.  The 

costs of hard, as opposed to soft, law involve the potential for inferior outcomes, loss 

of authority and reduction in sovereignty. 

In the early days of the Internet, the instinct of governments was to solve the 

perceived problems of control through hard law.  In the US, the Clinton 

administration tried on many occasions to pass laws to control online pornography. 

The Communications Decency Act (CDA) was followed by the Child Online 

                                                 
14

 N Boswell, “International Law Standards for Domestic Governance: The Impact of International 

Law on Domestic Governance” (2003) 133 American Society of International Law Proceedings, at 

113. 

15
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Protection Act (COPA), which was followed by the Children‟s Internet Protection Act 

(CHIPA).  All came into force as law, and all were challenged in the courts on the 

basis of freedom of speech issues.
17

  CHIPA alone survived the challenges, but as it 

was limited to controlling usage in public libraries, and with libraries given the option 

to opt in or out, it is also effectively dead.
18

  This led Boyle to assert:  

Federal judges had come a long way towards recognizing both the 

technological resistance of the Internet to censorship, and the fact that a 

global net could never be effectively regulated by a single national 

jurisdiction.
19

 

Soft law reduces the cost associated with hard law by limiting one or more of the 

dimensions of obligation, precision or delegation.  Escape clauses can be added, 

commitments can be imprecise, and future political change can be facilitated through 

delegation to sub-state bodies.  Rather than undermining the law, these elements may 

be seen as permitting states to enter agreements without threat to sovereignty, 

allowing for future uncertainty, and lowering barriers to future, harder legalisation.  In 

choosing solutions, states face a trade-off between hard and soft law, as each have 

advantages and disadvantages.  Soft law can reduce the sovereignty cost by offering a 

range of institutional agreements from which states can choose.  Soft law offers an 

effective way to deal with uncertainty, especially when it initiates processes that allow 

actors to learn about the impact of agreements over time.  Uncertainty presents a 

major challenge for institutions of international governance and is considered below 

in the context of Cooney and Lang‟s writing on adaptive governance.
20

 

Soft law offers techniques for compromise and cooperation between states and private 

actors. Non-state organisations will normally press for hard law solutions to raise the 

cost of violation by other parties, however soft law may be both more achievable, as 

private actors may lack the ability to enter binding treaties, and also more flexible to 

changing circumstances. 

States and non-state actors can achieve many of their goals through soft 

legalization that is more easily attained or even preferable........ Soft law 

is valuable on its own, not just as a stepping stone to hard law. Soft law 

provides a basis for efficient international “contracts,” and it helps create 

normative “covenants” and discourses that can reshape international 

politics.
21

 

States will often opt for a soft law solution if substantive agreements are impossible to 

attain. Soft law can provide opportunities for deliberation, systematic comparisons, 
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and learning.
22

 It may not commit a government to a policy, but it may achieve the 

desired result by moral persuasion and peer pressure. It may also allow a state to 

engage with an issue, in a way that would otherwise have been impossible for 

domestic reasons, and open the possibility for more substantive agreements in the 

future. 

3. Opposing ideas about Internet law  

In thinking about the regulation of the Internet some argue that rules for online 

activities need to come from territorial states.
23

  One governance option is a 

centralised system of control, involving coordination amongst the existing sovereign 

powers and some form of multi-lateral agreement or “Grand Internet Treaty”. The 

structure of international society is anarchic, however, in the sense that there is no 

world government to enforce international legal norms.
24

  Or as Slaughter has said: 

“world government is both infeasible and undesirable.  We need more government on 

a global and a regional scale, but we don‟t want the centralization of decision making 

power and coercive authority so far from the people actually governed.”
25

  It may also 

be said that the kind of norms likely to exist in such a treaty would be contrary to 

much of the liberal ethos of the Internet that has shaped its formation to date.  Benkler 

sees the Internet as a democratising force, describing it as a “networked public 

sphere”.  He suggests that it changes the way in which individuals interact with their 

democracy and experience their role as citizens:
26

  

The network allows all citizens to change their relationship to the public 

sphere. They no longer need to be consumers and passive spectators. 

They can become creators and primary subjects. It is in this sense that the 

Internet democratizes. 

Others argue for considering cyberspace as a different place, in which new rules can 

and should be made.
27

  The argument is that in the offline world there is generally a 

correlation between the boundaries drawn in physical space and those in legal space.  

The point at which one set of laws stops and another starts is normally the physical 

border of a country.  This physical-legal correlation has four dimensions for 

consideration.  Firstly, legal authority, the power to control a space, gives national 

governments the ability to enforce the law and impose sanctions.  Second, the legal 

effect of a law is related to the proximity of the law-maker and those affected.  

Thirdly, the legitimacy of the law is the degree to which it is implemented with the 

consent of the governed.  Finally, physical proximity permits the delivery of notice or 

warning, to encourage those affected to abide by a given law.  The advent of the 

                                                 
22

 A Schäfer, “Resolving Deadlock: Why International Organisations Introduce Soft Law” (2006) 12 

European Law Journal, 194 – 208. 

23
 JL Goldsmith, “Against Cyberanarchy” (1998) 65:4 University of Chicago Law Review, at 1199. 

24
 R Eckersley, “Soft law, hard politics, and the Climate Change Treaty” in Christian Reus-Smit (ed), 

The Politics of International Law (Cambridge: Cambridge University Press, 2007) at 81. 

25
 AM Slaughter, A New World Order (Princeton University Press, 2004) at 8. 

26
 Y Benkler, The Wealth of Networks, (New Haven and London: Yale University Press, 2006) at 272. 

27
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Internet has broken the link between geography and these four principles.  The advent 

of virtual machines, where servers can exist as software rather than hardware, makes 

the notion of tracking online activity to a physical location a meaningless concept.
28

 

An individual does not know where other individuals, services or institutions might be 

located or what rules, if any, apply. 

Taken to an extreme, one view might be that no law should apply to the Internet.  In 

1996, for example, in reaction to the Communications Decency Act in the US, John 

Perry Barlow, a Fellow at Harvard University's Berkman Center for Internet and 

Society, published “A Declaration of the Independence of Cyberspace” calling upon 

“Governments of the Industrial World.....I ask you …to leave us alone. You are not 

welcome among us. You have no sovereignty where we gather”.
29

  

This view seems to originate in the idea that there should be no regulation of the press 

because it is an affront to free speech.  The print and broadcast media, however, all 

benefit from government regulation.  Legally conferred property rights, in the form of 

monopolies over frequencies, are protected at taxpayers‟ expense through civil and 

criminal law, in order to prevent people from gaining access to what broadcasters 

“own”.  The US Government funded the creation of the Internet, and the European 

Government that funded the CERN research in Geneva that resulted in the World 

Wide Web.  As Sunstein states:  

the real question is what kind of regulation to have, not whether to have 

regulation. Even those who create open-source software rely heavily on 

property law, contract law (through licenses) and at least some form of 

copyright law to control what happens to their software.
30

 

4. The Nature of Online Crime 

Before exploring the contribution that a soft law approach might make to online law, 

it is necessary to consider whether the problems that require resolution are different 

from those encountered offline. The Internet provides a new medium in which 

technology and crime interact.  Online crime can be divided into three categories.  

The first is crimes that exist offline, but are greatly facilitated by the Internet.  These 

include misuse of credit cards, information theft, defamation, blackmail, obscenity, 

hate sites, hate speech, money laundering, and copyright infringement. States have 

tried to use existing laws to combat these crimes, but rulings against the person in this 

area seem to be limited to lesser charges of harassment.
31

  The first online libel action 

in the UK, however, arising when a councillor used Twitter to make libellous claims 

                                                 
28

 C Arthur and A Brown, How to turn  one computer into many, The Guardian, Thursday 8 November 

2007, available at  http://www.guardian.co.uk/technology/2007/nov/08/news.software (accessed 28 

March 2001). 

29
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30
 Ibid, at 160. 
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about a political rival, resulted in a payment of £3,000 in damages and £50,000 in 

costs.
32

  

Secondly, the Internet introduces crimes that did not exist before, including hacking, 

spamming
33

, cyber vandalism, dissemination of viruses, denial of service attacks, and 

domain name hijacking.  In many jurisdictions, national laws were introduced in an 

attempt to combat these crimes
34

.  The move to Web 2.0 has changed the nature of 

online activities from communications to social engagement, which has in turn led to 

the growth of a third category of crime: crimes against the person or the online public.  

Some crimes against online personas have existed for some time, but the capabilities 

of applications developed for Web 2.0 have seen significant growth in this area. 

Crime against an online persona presents the most difficulty to law makers and 

deserves some further explanation. 

Technology is becoming cheaper, more intuitive and more prevalent, and the barriers 

to entry are falling.  More people are spending time in social networks and acting out 

through online avatars
35

 or alternate personas.  Targeting another individual through 

their online representation may be criminal or antisocial or may lead to crimes offline. 

Theft of online virtual goods has lead to serious crime offline.  In June 2005, the theft 

of a virtual sword in the online game “Legend of Mir 3” led to an offline murder 

when the police refused to take it seriously.
36

  In 2008, fights between Russian gang 

members resulted from a virtual assault in an online role playing game.
37

  In 2007, a 

Dutch teenager was arrested for stealing virtual furniture from “rooms” in “Habbo 

Hotel”, a 3D social networking website; this virtual furniture was valued at €4,000.
38

 

Activities such as online assault and rape have very real effects, with reports of 

resulting depression and suicide.
39

  

Much of this activity can be attributed to a change in our understanding of identity. 

Jurisprudence in the area of identity theft indicates that many of the same principles 

that apply to offline apply to the online crime.
40

  What is different in online or virtual 
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36
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environments it that users are able to distance themselves from their own identities, 

and as a result change their behaviour and attitudes. Early studies of computer 

mediated communication in the 1980s suggested that email removed the social 

context clues such as gender, age, race, social status, and facial expression, which had 

a disinhibiting effect upon participants.
41

  Three dimensional virtual environments in 

which participants can represent themselves as avatars provide an opportunity to not 

only hide social context clues, but to create alternate ones. As a result, users can 

explore elements of their personality in the absence of a sense of responsibility for 

their actions. The objectification of the “characters” of a game, who may be another 

player or just software, has the potential to undermine the inhibitions of an individual. 

From this brief review, it is clear that the nature of online crime presents some of the 

challenges of offline crime but also some new ones.  Online crime is more 

anonymous, more impersonal and more detached.  There can be a sense of diminished 

responsibility towards a community and less accountability for one‟s actions.  At the 

very least there is a reimagining of the meaning of community.  Traditional law 

struggles to deal with these issues, as it can be hard to identify any crime that has been 

committed. While it can be argued that many of these acts break Terms of Service 

(which usually stipulate that users do not engage in anti-social behaviour) this is 

generally a contractual, rather than criminal matter.  In the case of cyber-bullying 

there has been some attempt to turn a breach of contract into a criminal conviction, 

but this was held to be unconstitutional on grounds that it allowed criminal law to be 

delineated by a civil contract.
42

  

5. A framework for online law 

A legal framework for the Internet needs to take into account the nature of the 

activities taking place and the individuals and organisations using it.  The legitimacy 

and appropriateness of hard and soft laws will depend in part on the context or society 

in which they are used.  In relation to online social networks, soft laws may be more 

effective than hard laws, as a result of their power and potential for support.  The 

combination of states, individuals, businesses, and other non-state actors that make up 

the legal, regulatory and technical web of behaviours that constitute the Internet make 

it somewhat unique.  

Morison wrote in 1998 that “Government now is only one of many actors that may 

influence the course of events in society”.
43

  Rose went further in 1999 stating that:  

The state now appears simply as one element – whose functionality is 

historically specific and contextually variable – in multiple circuits of 

power, connecting a diversity of authorities and forces, within a whole 

variety of complex assemblages.
44
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Ten years on, reviewing the growth in data available to all online users, Morison was 

still of the view that:  

the Web 2.0 phenomenon combined with the power of information 

approach has potentially dispersed this governing resource much more 

widely. While it may remain the most powerful, government is still only 

one of a range of actors able to develop this information.
45

  

Considering the many players and the fluid nature of the development of the Internet, 

Cooney and Lang describe the need to develop flexible and adaptive international 

institutions, to respond to rapidly changing global conditions, as well as to changes in 

our knowledge of the causes of global problems.
46

 They also describe the recent 

development of learning-centred alternatives to traditional command-and-control 

regulatory frameworks, variously described as “experimentalist” governance, 

“reflexive” governance, or “new” governance.  Elements of these approaches 

contribute to what Cooney and Lang call adaptive governance. 

The key elements of this adaptive governance are first its focus on facilitating 

continuous learning as a response to uncertainty and systemic unpredictability, 

redefining the problem and revisiting the question as to what constitutes relevant 

“knowledge” about a particular problem. Secondly, adaptive governance sees policy-

making as experimentation.  It is a process of “learning by doing”, and treating policy 

interventions as quasi-experiments.  Finally adaptive governance is an iterative 

process of review and revision.  Monitoring and feedback mechanisms help facilitate 

learning, not only by fine tuning the particular policy instruments chosen, but also by 

drawing attention to relevant knowledge gaps.  Policy-making is less about the 

attainment of a single optimal solution and more about providing a forum for the on-

going creation of consensual knowledge and agreed processes to guide policy.  

Adaptive governance accepts and responds to uncertainty through 

promoting learning, avoiding irreversible interventions and impacts, 

encouraging constant monitoring of outcomes, facilitating broad 

participation in policy-making processes, encouraging transparency, and 

reflexively highlighting the limitations of the knowledge on which policy 

choices are based.
47

 

In common with the thinking about soft law demonstrated above, adaptive governance 

allows for a broader participation in the formulation of policy and law than hard law 

would permit.  Secondly, it allows for an iterative or progressive approach to policy- 

making and law-making. The solution, which needs to come from state, citizen, and 

corporation, will develop over time as knowledge, systems, and technologies develop.  

The identities and interests of States can be shaped by both domestic and 

transnational discursive practices, and NGOs are increasingly significant 
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to any understanding of the discursive processes and legitimacy of 

multilateral agreements.
48

 

Examples of soft law in the area of cyberlaw include the Council of Europe‟s 

Convention on Cybercrime
49

 and the US National Strategy to Secure Cyberspace.
50

 

The European Convention was created to “pursue a common criminal policy aimed at 

the protection of society against cybercrime, especially by adopting appropriate 

legislation and fostering international co-operation.” It deals particularly with 

infringements of copyright, computer-related fraud, child pornography and violations 

of network security. The countries of the European Union have, under various 

political, economic and regulatory frameworks, developed many methodologies for 

working together.  What Slaughter describes as the “vibrant laboratory” of the 

European Union provides many lessons on how to establish the necessary degree of 

collective cooperation amongst a diverse group of states and yet maintain the locus of 

political power at national level.
51

  America‟s national strategy is part of the greater 

“Homeland Security” project that focuses on prevention of terrorist attack.  This 

combines soft law and some very hard law that permits the Department of Homeland 

Security to issue directives for implementation by Internet providers.
52

  The UN 

General Assembly initiated a World Summit on the Information Society (WSIS) to 

offer a further platform for the development of principles and guidelines. The first 

phase took place in Geneva in 2003 and the second in Tunis in 2005.
53

 

Perhaps the main application of a soft law approach can be found in the technical 

standards that underpin the Net. Such standards are set out in the requests for 

comments (RFCs) run by the Internet Engineering Task Force (IETF), but having 

emerged informally through discussions between various parties, were never turned 

into hard law by statutory definition.
54

  This is quite a peculiar situation, given that 

nearly every other product or technology is presently defined in the law by formal 

regulation. 
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These ideas of soft law and adaptive governance offer further lessons for the framing 

of a legal structure for the Internet.  These include: systems of informal rules which 

may not be binding but have effect through a shared understanding of their benefits; 

adaptable law that is flexible and open to change with the development of knowledge; 

agreements that include both states and non-state actors, and involve both the citizen 

and business.  Finally, soft law offers lessons on continuous learning in a changing 

environment, resulting in an evolving system of laws. 

By decentralising law-making and permitting a new framework of laws to emerge, 

online service providers are able to develop their own systems of governance and 

standards of behaviour.  Law may develop from the bottom up, as users select the 

services, products and environment that match their own ethical and behavioural 

standards.  In this scenario, our understanding of justice may change as we see what 

emerges from un-coerced individual choice.
55

  MacSíthigh argues that the increased 

availability of user-generated content is influencing the development of cyberlaw.
56

 

As individuals and businesses develop more content, services and applications, the 

ability of the state to provide timely and appropriate legislation, or even guidelines, is 

limited.  He lists several examples of self-regulation and co-regulation of activities 

online. For example a joint government/industry group like the Broadband Strategy 

Group in the UK has established guidelines for British media producers.  In other 

cases, governments have drafted codes of behaviour for industry groups that are 

observed on a voluntary basis.
57

  Notably, one of the drawbacks of self-regulation is 

that users often lack either the knowledge or concern to make a properly informed 

choice as to the rules underpinning the service they are selecting.  It is also true to say 

that many of the self-regulating policies developed by industry are designed to favour 

their own interests.  

An approach suggested by Cannataci and Mifsud-Bonnici is that “there is developing 

a mesh of private and State rules and remedies which are independent and 

complementary”.
58

 This language is echoed by Eckersley who talks of the “mutual 

enmeshment” of law and politics and the “constitutive tensions” between the 

regulative ideals of treaty law and the actual production of treaty law.
59

  In terms of 

the law as experienced by the users of the Internet community, rules and remedies are 

often adopted on the basis of their “fitness for purpose”. State regulation may be 

appropriate for the control of certain activities, technical standards in other situations, 

and private regulation where access to national courts or processes is impossible.
60

  

Private regulation will only be most effective if it does not require enforcement 

through the national courts.  Technical or architectural enforcement would be more 

effective.  
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Technical control may be exercised by the state, but is often in the hands of the 

commercial organisations that design and develop the technologies we use.  Software 

engineers will determine certain aspects of what can and cannot be done, or even what 

may be considered right or wrong. They will find ways to prevent file sharing, or 

illegal downloading, or other aspects of our online activities. Blocking or filtering 

software has largely removed the need for states to struggle, as they did in the late 

1990s, with issues of censorship.  If individuals can control the flow of information to 

their (or their child‟s) computer it is less imperative that the state should eliminate it 

from the web. The challenge for these “technical governors” of behaviour is to 

recognise the full potential of their role.  Will managers “utilize ICT to support, and 

reinforce existing political, social and organizational structures and processes or will 

they use ICT as a transformational agent to access its full potential?”
61

 This is an 

important question, as the choices that are made will often be made by technologists 

and designers rather than public representatives or the judiciary. These are normative 

choices with far-reaching impacts. For example, the design of Facebook made certain 

normative assumptions about privacy which may be consistent with the thinking of 

young, liberal, Californian IT professionals but may not align with other sections of 

society.  In fact, social networking technologies illustrate how we have learned to 

describe ourselves and our relationships in ways that fit the preordained limitations of 

the software interface, and established new meanings for words such as friends or 

relationship status or interests.
62

  

Private regulations exist in the realm of codes of behaviour agreed amongst groups of 

users or laid down by commercial organisations that provide a service or social 

networking environment. One method of establishing standards of behaviour is 

through online dispute resolution. The growth of ODR was “not intended to challenge 

or displace an existing legal regime but to fill a vacuum where the authority of law 

was absent”.
63

 A mix of state and private regulation is both inevitable and necessary 

to provide real-time solutions to millions of online customers and consumers. This 

should lead to greater collaboration between private groups and states in the 

development and administration of rules.  An example of this is the World Intellectual 

Property Organization (WIPO), a specialised agency of the United Nations. It is 

dedicated to developing a balanced and accessible international intellectual property 

system.  One of its functions is the domain name dispute resolution process which 

provides an inexpensive way of dealing with cyber-squatting, and bypasses the 

cumbersome use of national law. The case goes to arbitration on the basis of certain 

rules determining the right to a domain name, and if the arbitrator rules that cyber-

squatting is taking place an order is issued to the relevant domain name registrar who 

simply re-assigns the domain name. This is a good example of a new regime 

emerging to address a vacuum in national law. 

The technical component of the regulatory mix is as important as the private/public 

components. As Boyle colourfully puts it, 
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...information wants to be free and the thick fingers of Laviathan are too 

clumsy to hold it back, [but] the position is less clear if the information is 

guarded by digital fences backed by state power maintained through 

private systems of surveillance and control.
64

  

This kind of thinking is not unique to governance of the Internet.  Other areas of the 

law require cross-border, multi-state and non-state involvement. Morison cites 

environmental law as a field in which an international approach is required and one 

enabled by technology:  

Acid rain and river pollution means that preventing pollution in one 

country may require action in another. Since television and radio 

signals can cross frontiers, regulatory action which stays within one 

set of boundaries is likely to prove of limited effectiveness.
65

 

Writing in 1995, Morison could see the impact of television and radio signals crossing 

borders.  The arrival of the Internet has only served to increase this issue.  Eckersley 

(2007) also uses the environment as an example of a policy area in which states have 

risked loss of individual sovereignty to achieve a greater objective.
66

 

Any serious and concerted effort to reduce greenhouse gas 

emissions necessarily entails measures that strike at the heart of the 

domestic policies of states, including energy, industry, transport, 

infrastructure development, taxation, and pricing policy. For many 

states, any attempt to regulate such “domestic” matters is 

tantamount to an infringement of their sovereignty. Nonetheless, 

against these enormous odds, a principled agreement to reduce 

greenhouse gas emissions has been reached by a majority of states. 

Other areas in the international arena in which a soft law approach has worked include 

forestry, labour rights and sustainable development.
67

 Sindico describes soft law as a 

“pioneer” of hard law, and voluntary standards in particular as a stage in the creation 

of legal norms. They are necessitated by the challenge of sustainable global 

governance.  However in the case of the law of the Internet, it is unclear whether soft 

law can be seen as a route to hard law. The prevalence of non-state actors in the 

creation and management of the virtual space, and the uniquely strong position of 

technical standards and rules in the governing of that space, make the route to a hard 

law solution nonlinear at best and, at worst, opaque. 
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6. Conclusion 

With the advent of Web 2.0 and the growth of social networking and online 

environments, we are having to learn how to recognise the concept of the cybercitizen 

in the law.  The intertwining of state, private, and technical solutions is likely to 

continue to develop as a de-facto model of Internet governance. The likelihood of 

some “Grand Internet Treaty” being agreed between states seems less and less likely 

as we seek to come to grips with what Willcocks describes as “understanding control 

in liquid modernity”.
68

  The experience gained by states in the development of soft 

law solutions to issues of international law provides a path towards solving issues of 

governance related to the Internet.  The working definition of Internet governance 

adopted at the World Summit on the Information Society in Tunis in 2005 is:  

Internet governance is the development and application by governments, 

the private sector and civil society, in their respective roles, of shared 

principles, norms, rules, decision making procedures and programmes 

that shape the evolution and utilization of the Internet.
69

  

The idea that behaviour will be governed by a mix of national laws, user-defined 

principles, technical requirements and corporate guidelines seems to be the de facto 

position.  How this type of regulation is to be consistently enforced in the online 

world will only be determined over time. 

                                                 
68

 LP Willcocks, “Michel Foucault in the Social Study of ICTs, Critique and Reappraisal” (2006) 24:3 

Social Science Computer Review, 274 – 295. 

69
 World Summit on the Information Society, Report of the Working Group on Internet Governance, 

June 2005, available at http://www.wgig.org/docs/WGIGREPORT.doc (accessed 28 March 20011). 

http://www.wgig.org/docs/WGIGREPORT.doc

